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Alphanumeric Shellcodes. Why ?

+ Defensive filters strip all the non-alphanumeric
characters from input.

+ This ruins many injection attacks.

Attacker’s Goal

+ Generate code that only consists of:
= A/
" a-Z
= 0-9



Compact. Why ?

+ Transforming the shellcode to alphanumeric
range significantly increases the shellcode size.

+ Size restrictions on input.

Example

+ Buffer overflow exploits are limited by the buffer
size.
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Existing Schemes: Jan Wever
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AF: Alpha Freedom

Idea
Scan for bytes in the range K-Z and

Decode!

Drawback

All alpha values of the original shellcode in K-Z, also
need to be encoded, although they are
alphanumeric.



AF: Decoding Algorithm

For every byte,
if ‘2,
then end decoding loop
else if in range ‘K’to ‘Z’,
then decode the current byte & the next byte
and replace both bytes with the decoded byte

else,
skip byte



Compiler
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Download from: www.adityvabasu.me



Compaction Performance

Wever vs. AF
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Total Size of Output

Rix vs. AF
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NAT: Non-Alpha Touch

Idea
Scan for byte 'y’ and

Decode!

Encode("\x5b’) = y3k (0x79 0x33 Ox6b)

Drawback

All'y’ and 'z’ values in the original shellcode, also
need to be encoded.



NAT. Why ?

+ There may be some shellcodes which mostly use
alphanumeric characters in K - Z range.

+ In this case, we avoid of lot of spurious encoding
of bytes.



Future Work

- Optimize the size of the our decoder loop.

- Port the implementation to x86 64 to compare
against alphas.
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Questions ?
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